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Part A: Africa Digital Policy Project 

implementation 

1. Synthesis 

Technological innovation and economic liberalisation have caused a fundamental shift in the global 

economy in the past four decades, changing power relations and productive forces at global, national 

and local levels. In this fast-evolving information era where information and knowledge are central to 

human freedom and development, the generation, processing, storing and transmission of 

information and data critically affect who benefits from the transformative potential of information 

societies.  

To some extent, the development and growing proliferation of mobile Internet has brought this 

transformative potential within the reach of developing countries across the globe. But paradoxically, 

digital inequality in the global South has become amplified, even though more people are connected 

to the Internet. This phenomenon, which we refer to as the digital inequality paradox, refers  not only 

from the uneven physical access to varying forms of information and communication technologies 

(ICTs), but because of what people are capable of doing with digital technologies; the contexts in 

which they are using them, and the prices they pay for using them.  

As evolving technologies become more ingrained in most societies, people are inevitably exposed to 

not only the positive potential of technology, but also a plethora of new risks for which they may be ill-

prepared. The IDRC grant 108603 was used to support Research ICT Africa (RIA) as a recognised digital 

policy and regulation thinktank, in its response to these challenges to develop and respond to 

cyberpolicy and data governance challenges, particularly as the manifested in Africa. The grant and 

programme within Research ICT Africa that is funds is referred to as the African Digital Policy Project 

(ADPP). Its purpose has been to undertake research that promotes a better understanding of the 

positive and negative implications of Africans’ inclusion in the evolving information society. It does so 

by building upon RIA’s existing work, especially on meaningful, high-quality and affordable digital 

access, as well as alternative access strategies in Africa. 

Because global public goods like the Internet operate within and across borders, the ADPP researches 

global digital policy challenges (of concern to developed and developing regions alike) in the context 

of Sub-Saharan Africa. It covers four programmatic areas in this context: cybersecurity, data 

protection and privacy (data justice), the digital economy, and innovation. These verticals intersected 

with two major cross-cutting themes - gender and digital rights. The conceptual framework draws on 

RIA theoretical base of inclusion and exclusion but expand its regulatory theorical base to include 

those related to risk and governance respectively.  The subject matter has increasing compelled us to 

explore issues and forms of global co-operation necessary to realise public goods such as the Internet, 

data governance and cybersecurity at the national level. It has also compelled us to look a new form 

of ‘public’ in service delivery and governance that refer not only to the state, but to private sector and 

civil society. 

The  four programmatic areas have developed in a phased manner, with some of the areas being more 

developed than others by the end of this first round pilot of the regional cyber policy centre by IDRC. 

This is partly because of the emergence of relevant policy windows, which motivated the team to 

prioritise certain areas at specific times; the opportunity to ensure collective impact on particular 
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issues as a result of strategic partnerships at specific points in time; and because of the specialties and 

expertise of candidates who applied for  fellowships (together with staff turnover). In its first two years 

of operation, the grant has enabled an expansion of RIA’s research and capacity-building activities in 

the area of cyberpolicy and governance and enable even at this early stage to take research to policy 

influence. 

Key project outcomes  

1. Set up a specialised Cybersecurity Capacity Centre for Southern Africa (C3SA) at the University of 

Cape Town, in collaboration with the Department of Information Systems, the Global 

Cybersecurity Capacity Centre at Oxford University, and the Norwegian Institute for International 

Affairs NUPI. RIA provides strategic leadership and is the Executive Secretariat of the Centre. 

2. Established strategic collaborations to promote collective impact on digital policy issues, such as 

cybersecurity, digital rights and digital economies, including: 

o Partnership with the Cybersecurity Capacity Centre, and membership of the Global Forum 

on Cyber Expertise.  

o A number of RIA researchers are also associates of CyberBRICS, another cybersecurity and 

data protection initiatives in BRICS countries and the RIA Executive Director serves on the 

CyberBRICS advisory board representing South Africa. 

o Joining the Freedom Online Coalition and Christchurch Call’s Advisory Networks and 

becoming a founding board member of Reporters Without Borders’ Forum on Information 

and Democracy. 

o Supporting research on fair gig economy working standards and on digital platform 

dominance in different parts of the ICT ecosystem in an African context.   

3. Developed a Position Paper for a model law on the digital economy with the Southern African 

Development Community (SADC) Parliamentary Forum (PF) the SADC. In the next phase will 

develop a draft model law. 

4. Made contributions to several high-profile policy processes and events including the OEWG on ICT 

at the United Nations, the South African Law Reform Commission, and the Independent 

Communications Authority of South Africa in Cybersecurity. 

5. Provided strategic leadership to various global bodies. RIA researchers individually applied for, 

were elected to, or selected for advisory or associate positions of diverse institutions in the digital 

policy arena (including IGF, GigaNET, Fairwork Foundation, and Freedom Online Coalition). This 

was important not just for influencing global debate on various cyberpolicy issues, particularly for 

the Global South but also for identifying new avenues for research dissemination and use. 

6. Developed the blueprint for a conceptual framework on digital risks and harms from an African 

perspective. 

7. Developed a scoping of digital policy priorities in developing country contexts by hosting a 

research priorities workshop for diverse stakeholders. 

8. Generated insights on cyber policy frameworks in Africa – through a mapping cyber policy 

framework the results of which demonstrated that a key reason for poor implementation of global 

and regional cyber policies, protocols and declarations is the lack of coordination between 

(sometimes) competing global and regional agendas, and between cyber capacity activities. 
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9. Was commission by the African Development Bank to prepare the draft data protection model law 

for the Southern African Development Community (SADC). 

10. Developed external capacity by organising workshops and seminars at national, regional and 

global level, including for the Southern African Development Community (SADC) Parliamentary 

Forum, Microsoft workshop on AI in Agriculture and SADC workshop on data protection. 

11. Developed internal capacity by hiring digital policy experts as fellows in diverse thematic areas 

and external capacity by hosting interns and junior fellows. 

12. Achieved high visibility, credibility and quality of RIA’s research as evidenced in the accumulation 

of policy papers, academic publications and invited talks (see summary of outputs in Section 4). 

13. Provided RIA with the research expertise in new areas such as Internet governance and artificial 

intelligence to collaborate on other significant projects and initiatives such as mega African 

Development Bank Harnessing the Fourth Industrial Revolution in Africa and providing technical 

expertise through the large bilateral EU Commission - AU Commission digital programme Policy 

and Regulation Initiative for Digital Africa (PRIDA). 

These highlights, along with other activities, are made possible the transfer of RIA credibility as an 

established, globally reputable partner with unique expertise in in ICT policy and regulatory field to 

those of more specialised cyber policy – cybersecurity, data governance and Internet governance. This 

has enable RIA to provide African stakeholders with the information and analysis required to develop 

innovative and appropriate policies to address the challenges of sustainable development on the 

continent. Through this grant, RIA has facilitated evidence-based and informed policymaking in 

support of the development of an Internet that is free (based on and supportive of human rights), 

trusted (based on sound cybersecurity measures), and innovative (based on enabling policy 

environments). 

2. Problem statement and objectives 

Problem statement 

In 2015, the United Nations’ Agenda for Sustainable Development 2030 acknowledged the importance 

of ICTs for promoting sustainable development.1 While ICTs carry a burden of hope, especially in 

developing countries, our understanding of the myriad factors influencing digital inclusion and 

exclusion – in particular those ‘beyond access’ – is still limited. 

Much of RIA’s work aims to overcome this critical knowledge gap by promoting a better 

understanding of these factors. The After Access work on digital access and use in the Global South2 

already clarifies what some “after access” challenges are – e.g., the capabilities required by citizens to 

exercise their rights to participate in a digital world, the constraints on their ability to do so, and the 

policy options for government interventions to reduce social inequalities through digital inclusion.  

Building on this history of critical research on the impact of ICTs, RIA seeks to develop a conceptual 

framework to promote a better understanding of the implications of Africans’ inclusion in digital 

societies. Rather than following the typical approach of spotlighting only the positive impacts of 

digital inclusion, RIA has started to investigate the risks and harms that accompany digital technology 

 

1 UNGA (2015). A target for universal and affordable access to ICTs in least developed countries (LDCs) by 2020 is contained in 

goal 9c of the Agenda, while ICTs is included in goal 17 as an enabling means of implementation.  

2 c.f. IDRC Project No. 108336-001. 
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access and use, especially for vulnerable communities in Africa. These risks are not equally 

distributed: less developed countries in the Global South, for example, may be less capable than their 

wealthier counterparts of managing the risks that accompany modernisation or even of shaping their 

own governance agendas where global resources are concerned (Beck, 1992, Jarvis, 2007, Beck, 2006, 

Culver, 2011). Increased exposure to global risk could therefore deepen inequalities – both between 

the Global North and Global South and within the Global South.  

Cybersecurity is a good example of how risk impacts development in the Global South. Accessing and 

using the Internet may expose users, communities and economies to cybersecurity risks such as 

phishing, identity theft, hacking, spamming and the use of malware. Protecting the safety and data of 

consumers, businesses and building trusted Internet infrastructure should be a key priority for 

governments, the private sector, technical communities and civil society stakeholders. While 

governments may be demonstrating increasing awareness of cybersecurity issues, their ability to 

deter, monitor or pursue cybersecurity has proven less effective (UNECA, 2014). 

Additionally, in the limited instances where African countries have developed cybersecurity and crime 

strategies and legislation, they tend to neglect privacy and data protection elements. For example, 

mandatory SIM card registration regulations have been implemented in most African countries 

without being updated to cohere with data protection laws (Donovan & Martin, 2014). The trend of 

biometric capturing and integration with national IDs is also beginning to exhibit similar coherence. 

Such regulations expose Africans to an increased risk of government and social surveillance; 

especially as mobile phones remain the primary means of Internet access for most and the power and 

intersection of computer vision, machine learning and surveillance increases (Gillwald, 2017). 

2.1 Measuring success: RIA’s theory of change 

Like RIA’s other work, the Project will provide African stakeholders with the information and analysis 

required to develop innovative and appropriate policies better able to address the challenges of 

sustainable development on the continent. It thereby aims to facilitate evidence-based and informed 

policymaking for supporting the development of an Internet that is free (based on and supportive of 

human rights), trusted (based on sound cybersecurity measures), and innovative (based on enabling 

policy environments).  

To do so, the project’s approach to digital policy challenges is derived from RIA’s evolving Theory of 

Change (ToC), which was developed in 2014 in collaboration with the Digital Environment for 

Cognitive Inclusion (DECI) during an independent evaluation of RIA’s ten years of practice. As a ToC is 

a process rather than a blueprint, the approach was updated and revised with organisational changes 

and the implementation of communication and evaluation strategies in 2016 and 2017. 

Communications and evaluation processes are iterative at all levels of the ToC to maximise internal 

and external visibility and therefore digital policy impact. Capacity building of network members 

happens primarily through collaboration on specific research projects, research design and 

methodology, dissemination and evaluation workshops.  

Research partners and associates are mentored by research staff, and their research is peer-reviewed 

within the network. Networking with researchers is a means for quality control over all stages of 

research and offers a vehicle to enhance researchers’ prominence in their institution, country or even 

regionally and internationally. Networking with global agencies and participation at international 

conferences provides a positioning opportunity for the project, while at the same time cementing its 

credibility both in Africa and internationally.  
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Quality research provides the essential basis for capacity-building, networking and credibility. The 

ADPP research will be made accessible through a collection of publications, policy briefs, blog posts, 

and opinion pieces; all of which will be published on RIA’s website and are available at no cost. For 

each research project, the methodologies, the data used (quantitative or qualitative), and analyses 

are rigorous and vetted in peer-reviewed journal articles and conferences. The research is 

independent, which is rare in an environment dominated by industry interests and partnerships and 

donor relationships.  

While the Project has a distinctively African focus, policies pertaining to cyber realms operate not only 

at national and regional levels but also at a global level of governance. The project therefore 

promotes interaction between researchers and other stakeholders at national, regional and 

international levels to harmonise methodologies, tools and standards for conducting cyberpolicy 

research that is in the interest of a free, open, innovative and secure cyber realm. Among other 

interactions, the Project has collaborated with the two others successful IDRC grantees, namely the 

Centre for Internet and Society (CIS) in Bangalore, and DIRSI, a Latin American network based at the 

Centre for Research and Teaching in Economics (CIDE) in Mexico. The Project also benefits from the 

synergies of RIA’s strong existing research network of local partners in over twenty African countries 

together with their sister networks in Asia (LIRNEasia) and Latin America (DIRSI).  

The ADPP’s ToC internal outcomes are a combination of outcomes from the four strategy elements. 

They are combined opportunistically according to windows of opportunity that are at times detected 

and in other cases provoked. This dimension of the ToC emphasises that the framework is an 

operating system that guides the performance towards external outcomes.  

External outcomes of the ADPP’s ToC signal the importance of broadening digital policy horizons and 

capacities as a prerequisite to broadening digital policy regimes. This requires shifting from 

technologically deterministic policy approaches to a more critical, rights-based understanding of the 

role of the Internet and other digital technologies in African economies and societies. This is 

illustrated in the image below. 
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Goal 

It is within this broader context of RIA’s ToC that the ADPP is located.  

Core goal: Establish an African digital policy centre to provide a platform for evidence-based cyber 

policy and governance capacity-building within RIA. 

Objectives 

1. Develop alternative strategies for Internet governance and trust building in Africa; 

2. Promote interaction and collaboration on research methodologies, tools and standards 

between researchers and other stakeholders at national, regional and international levels:  

a. Develop cyber research programmes; 
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b. Fund fellowships for leading and emerging scholars and practitioners from across the 

globe; and  

c. Build frameworks for digital rights assessment in Africa by developing a nuanced 

supply and demand side assessment of users’ perception of digital rights. 

3. Training and capacity development: 

a. Strengthen engagement with pertinent global policy forums such as Internet 

Corporation for Assigned Names and Numbers (ICANN), the Internet Governance 

Forum (IGF), and the Internet Society (ISOC); 

b. Collaborate with international bodies on measuring and assessing Internet and digital 

rights; and 

c. Enhance researcher capacity and develop African policy intellectuals through 

workshops, seminars, and annual schools on cyber policy.  

4. Extend RIA’s role as a public domain policy repository to include African cyber policy research 

and analysis. 

Conceptual framework for programmes 

From a policy perspective, it is important to design interventions that can maximise benefits and 

minimise the risk of harms that can result from access to and use of ICTs. The overall objectives of the 

programme started with contribution an African perspective to the theory of harm and risk mitigation 

and catalyse evidence-based policy change that can help to reduce and prevent deepened 

inequalities resulting from digital technologies. To this end, the project has developed four primaries, 

but overlapping programmes to better understand the implications of emerging technologies for 

development in Sub-Saharan Africa: cybersecurity, innovation, the digital economy, and data 

protection (see figure 1).  In addition, the project has two cross-cutting themes – gender and digital 

rights – that impact all four programmes in diverse ways.  

The development of these programmatic areas is driven by the conceptual framework of risk and 

related governance challenges. This is important because the growing pervasiveness of cyber 

technologies has not only placed increasing strain on cyber governance structures but has also 

produced significant governance vacuums. As the Internet becomes more central to the information 

society, the diversity of stakeholders and plethora of platforms involved with and in its governance 

have expanded dramatically (Calandro et al., 2013).  The mixed and often disappointing outcomes in 

several areas of Internet governance are symptomatic of a fundamental clash of cultures between 

telecommunications, nation-states and multilateral systems of governance, on one hand, and the 

non-state, often multistakeholder governance arrangements that characterise Internet governance, 

on the other (Hofmann, 2016, GCIG, 2016, Raymond & DeNardis, 2015).  
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Responses to Internet governance dilemmas, such as local governance of global platforms, have been 

contradictory in different regions. The libertarian notions of freedom and openness that underpin the 

Internet and its original development have clashed with offline realities of national control and 

coercion (such as Internet shutdowns) to manage dissent. African countries with neither the 

institutional capacity nor the political will to engage in global governance or to establish the national 

systems of digital security and trust required for digital inclusion and economic growth are likely to 

remain mere passive consumers of the Internet, subject to commercial exploitation by other global 

stakeholders.  

RIA’s academic policy research over this period has also enabled the development of a typology of 

global public governance required for the realisation of global public goods at the national level. Early 

theory building on the basis of Kaul et al.( 2003) on global public goods, Frischmann (2012) emphasis 

on demand side valuation in the resource allocation and Best and Gheciu (2012)changing notion of 

‘public’ that not no longer either in relation to service delivery or decision-making refers only to the 

state, will inform its research to policy research in the next phase of research. 

 

 

  

Figure  SEQ Figure \* ARABIC 1: Contextualising 

RIA's ADPP 
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RIA’s existing work, particularly on ICT access and use, underpins and informs the RIA’s work and also 

ensures that findings from ADPP research will have stronger grounds to influence policy and 

organisational performance while building initiatives for cyber policy. 

Changes: While the project originally designated digital rights as a distinct programmatic area, after a 

research workshop (see Part 2: About RIA and the Africa Digital Policy Project) it was decided that 

digital rights should be treated as a cross-cutting element. In addition, data governance and the 
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digital economy were added as separate programmatic areas to capture research being undertaken in 

these areas. 

3. Implementation and challenges 

The RIA’s four programmatic areas have developed in a phased manner, with some of the areas being 

more developed than others by the end of its first two years. This is partly because of the emergence 

of relevant policy windows, which motivated the team to prioritise certain areas at specific times; the 

opportunity to ensure collective impact on particular issues as a result of strategic partnerships at 

specific points in time; and because of the specialties and expertise of candidates who applied for 

Senior fellowships (together with RIA staff turnover).  

A significant challenge the RIA faced was in recruiting full-time senior fellows, or fellows willing to 

move to Cape Town. The difficulty of successfully applying for South African work permits was also a 

hurdle to securing digital policy experts.  Although Dr Ian Brown was appointed as a resident fellow, 

he found his international opportunities and commitments made it difficult to be in South Africa for 

more than a couple of weeks at a time and with there not being travel budget to travel back and forth 

more than a few times, he served as a non-resident fellow for a few months, but then gave up the 

fellowship when RIA sought to source a resident fellow. Pranesh Prakash was to replace him as senior 

fellow, but we were also unable to accommodate his international commitments within a residency. A 

senior fellowship, aimed at developing the gender aspects of the research and that was to be taken up 

by Dr Anja Kovacs, also did not materialise. Similarly, the resident fellowship that was filled by Sunil 

Abraham in a cyber policy centre exchange, could also not be fulfilled following an organisational 

crisis at the Centre for Internet and Society (CIS). 

3.1 Programme area 1: Cybersecurity 

Developing the research agenda 

Building an understanding of African governments’ cybersecurity readiness and capacity as well as 

promoting citizens’ trust in cyber realms are pressing concerns for cyber policy researchers. To work 

towards these goals, the ADPP’s cybersecurity project team developed a research agenda with 

defined research objectives and research questions. The progress gained in this area has enabled RIA 

to gain meaningful access (at leadership level) to various relevant cybersecurity-related initiatives 

impact on the development of policy at the global level (e.g. the Global Forum on Cyber Expertise 

(GFCE) (Enrico) and the Freedom Online Coalition (FOC)’s Working Group on Cybersecurity and 

Human Rights (Anri), Cyberbrics advisory board, (Alison) and the OII Geonet advisory board (Alison). 

Engagement at the GFCE level 

Enrico joined the GFCE as a member of the Advisory Board in June 2018. In this role, he supported and 

advised the Secretariat on a number of initiatives, including: 

▪ mapping of cyber capacity-building initiatives and cyber strategies across the globe. This 

activity, developed under Working group A of the GFCE, helped to shed light on the scope of 

cyber capacity-building activities globally; 

▪ support for Tunisia’s cyber strategy development. An important role was played in providing 

recommendations on a coordinated and collaborative effort to support the development of 

the National Cybersecurity Strategy in the country; and  

▪ organising a GFCE workshop on “Shaping cyber policy through research”, held during the 

GFCE annual meeting in Addis Ababa and addressed specifically to African CSOs. 
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Through the engagement at the GFCE level, we were invited to take part in the meetings on responsible 

state behaviour in cyberspace, which take place at the UN in the First Committee on Disarmament. For 

the first time in the history of the First Committee, the activities of the UN in this domain are opening 

up to CSOs, academics, and technical communities, beyond Member States that traditionally have been 

the only entities entitled to partake in disarmament discussions at the UN level. We have been 

advocating for more and meaningful participation of non-state actors in this domain since the 

beginning of the UN Open Ended Working Group process (February 2019) by providing online training 

to Civil Society Organisations on these processes (in collaboration with Global Partners Digital in 

October 2019); by training UN Cyber Diplomats before the first OEWG meeting (in collaboration with the 

EUISS in October 2019); by actively participating in the UN OEWG meetings (in October 2019 and 

December 2019); by submitting written recommendations to the Secretariat of the UN OEWG; and by 

working closely with the Department of International Affairs (DIRCO) of South Africa, with whom, in 

January 2020, we organised a Seminar on International Cybersecurity policy. The Seminar focused on 

how to establish collaborative mechanisms with CSOs, academic institutions, and the technical 

community on the implementation of cyber norms nationally, and on advocating for the inclusion of a 

human-centric approach to cyber policy development in UN debates. 

In May 2020, Enrico was reappointed as a member of the Advisory Board of the GFCE. In his new 

mandate, he is supporting the GFCE to establish a Research Council and a global agenda on cyber 

capacity research.   

Establishing the RIA Fellowship 

In addition, efforts were made to select candidates for a senior fellowship to build internal expertise. 

RIA hired a senior research fellow, Dr. Ian Brown, who supported the development of a conceptual 

framework for cybersecurity capacity, human rights, and development, and with setting up 

cybersecurity capacity maturity assessments in Sub-Saharan countries.  

Establishing the Cybersecurity Centre for Southern Africa  

In order to attract the necessary funds and resources to conduct empirical research on cyber-maturity 

and cyber-capacity across the African continent in a sustained manner, the ADPP also formed a 

partnership with the Global Cyber Security Capacity Centre (GCSCC) at Oxford University, the 

University of Cape Town Department of Information Systems, the Nelson Mandela School of Public 

Governance (which subsequently left the project), and the Norwegian Institute of International Affairs 

(NUPI) to establish the Cybersecurity Centre for Southern Africa (C3SA).  

C3SA is the second partner of the global constellation of cyber-capacity centres led by Oxford 

University. It started its activities in January 2020. It is physically located at the Department of 

Information Systems at the University of Cape Town. All of the consortium’s organisations are part of 

the governing body of the Centre, and two directors have been appointed to lead this initiative, one 

from RIA and one from UCT. In addition to providing strategic leadership, RIA acts as the Executive 

Secretariat of the Centre. 

C3SA aims to enhance digital inclusion and equality in a safe, rights-based, and resilient digital 

ecosystem by strengthening the region’s competence in fighting cybercrime; promoting women’s and 

underrepresented researchers’ participation in cybersecurity research and policymaking; and 

increasing the scale, pace, and quality of cybersecurity capacity-building. C3SA will achieve its 

objectives by conducting regionally-focused research on cybersecurity capacity and developing and 

implementing locally-informed educational programmes. The research will deploy the Cybersecurity 
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Capacity Maturity Model for Nations (CMM),3 which provides countries with a baseline for capacity-

building and resource allocation. 

C3SA research informs both global policy processes on cyber-capacity, by reporting to the GCSCC; and 

local policy initiatives, by informing RIA’s research and other stakeholders (i.e. governments, 

policymakers, regulatory agencies, private sector, CSOs, etc.) on African issues pertaining to cyber 

capacity and cybersecurity norms, policy and governance more broadly. 

Developing the CyberBRICS initiative 

Besides the Cybersecurity Centre, RIA is also collaborating with a selection of other research 

institutions and universities to develop a Ford Foundation-funded research initiative focused 

specifically on cybersecurity and data protection in BRICS countries (encompassing Brazil, Russia, 

India, China, and South Africa). 

As part of the resultant CyberBRICS initiative, each partner organization could select one research 

fellow to spend six months doing comparative research on cybersecurity and data protection in Rio de 

Janeiro. RIA supported the selection of a South Africa CyberBRICS fellow, Dr. Sagwadi Mabunda, who 

had just completed her PhD on cybercrime at the University of the Western Cape. In February 2019, 

Sagwadi spent three weeks with RIA before traveling to Rio, where she spent another five months 

researching a series of four papers on cybercrime in South Africa. In addition to publishing a blog on 

RIA’s website to explain her research approach, the outcomes of Sagwadi’s work continue to feed into 

the RIA’s cybercrime work. Some of RIA’s researchers are also listed as associates with CyberBRICS 

(Enrico, Anri, Ian, Sagwadi), and have contributed opinion pieces to CyberBRICS’ website (see 

publications section, 4.1). Alison also serves on the Advisory Board for South Africa. 

Mentorship and research capacity-building 

Senior fellow, Dr Ian Brown, provided mentorship to  Enrico and Anri in particular who were working 

on cybersecurity and data governance in the start-up phase of the ADPP. In addition, RIA welcomed 

some interns who supported its cyberpolicy work. Nils Berglund, doing a joint master’s programme 

with the London School of Economics and UCT, has worked extensively on the cybersecurity 

programme, by co-authoring, with Enrico Calandro, a paper on cyber-capacity efforts in the SADC.  

Nils also worked with Enrico on RIA’s contribution  to the UN OEWG process of responsible state 

behaviour in cyberspace, of which RIA became one of the most active and engaged non-state 

organisations.  Some initial outcomes of this engagement are already visible. First, DIRCO has worked 

closely with Enrico on identifying ways of engaging CSOs, academics, and the technical community in 

cyber policy processes related to responsible state behaviour in cyberspace, and on implementing 

cyber norms in the South African context. Second, the work done with the GFCE has led to the process 

of establishing a research council to work on a global agenda on cyber capacity, with the potential 

equal participation of African stakeholders in the definition of such agenda. Third, some of the 

recommendations provided during the OEWG on responsible state behaviour in cyberspace might be 

considered in the final report of the OEWG Secretariat. 

Challenges: A number of challenges accompanied the development of the Programme Area on 

cybersecurity.  The cybersecurity programme took a few months to start developing an identity with 

concrete outputs and outcomes. At the onset of the programme, there was initial resistance in the 

organisation on prioritising cybersecurity research (due to the very low and uneven level of Internet 

access and use across the continent). But the evolving digital landscape, characterised by threats, 

 
3 The CMM was developed by the Global Cyber Security Capacity Centre (GCSCC) at the University of Oxford. 
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harms and risks in addition to opportunities, made us realise that research was needed also in this 

new field of investigation for RIA. To overcome some of our limitations in terms of knowledge of the 

domain and research methods on cybersecurity, we hoped to bring expertise and skills through the 

ADPP fellowship programme. Although we received some form of support and mentorship, the 

fellowship did not achieve the intended results of developing strong collaborative research outputs 

on cybersecurity.  

3.2 Programme area 2: Data (protection/governance/justice) 

As the cybersecurity thematic area developed over the past two years, the importance of tackling 

cybersecurity and data protection in conjunction with each other became increasingly apparent. At 

the same time, the ADPP’s approach to data protection and governance has evolved to one that is 

increasingly concerned with a more encompassing notion of data governance and justice. 

Ad hoc projects 

RIA has also undertaken ad hoc projects to influence, with evidence, relevant policy debates in across 

Africa. RIA commissioned Kenyan researcher Grace Bomu to prepare a parliamentary submission to 

Kenya’s Policy and Regulatory Framework on Privacy and Data Protection. Both the submission and a 

blog summarising RIA’s input from Grace were published on RIA’s website (see publications) and 

received considerable interest from international and local stakeholders. 

In August 2019, RIA developed a research project with another IDRC cyber policy centre, CIS, to study 

digital ID processes in Africa and to learn lessons from India’s Aadhar system. This project, which was 

to by supported by Omidyar, was cancelled when CIS experienced an organisational crisis late in 2019. 

Better understanding ‘Good ID’ is clearly a significant data governance challenge in Africa as more 

countries introduce digital and biometric IDs - and something RIA and the ADPP aims to work on more 

in the future. This project has subsequently been resuscitated. 

Policy Engagements 

A domestic policy component to the work has also been developed. RIA made submissions in 

response to the South African Office of the Information Regulator’s Guidelines to Develop Codes of 

Good Practice. These Guidelines are vital to the effective functioning of the Office - and importantly 

allow the private sector a degree of self-regulation, which can bring nuance and context to 

interpreting the principles within particular sectors. RIA also attended the November 2019 meeting of 

the South African Office of the Information Regulator, held in Midrand. Not only did we actively 

participate during the meeting, but we were able to engage privately with both the Chairperson and 

different members on our submission (which we then revised and re-submitted). 

Challenges: RIA’s work on data governance took a while to come off the ground, but with new hires 

like Gabriella Razzano and Andrew Rens, it has started to pick up steam. A particular challenge was 

the time spent developing a Digital ID project with CIS, which was then stalled as a result of 

organisational challenges within CIS.  

3.3 Programme area 3: The digital economy 

The emergence of innovative production practices globally is reshaping economies, introducing 

opportunities and challenges for African researchers. The digitisation of work, for example, enables 

job seekers in poor countries to enter labour markets in previously inaccessible rich countries (World 

Bank Group, 2016). Virtual labour mobility can raise incomes by decoupling workers from the 

geographical constraints of local labour demand, but also erode established labour protection 
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standards and workers’ rights, especially for women (Nakamura, 2017, Gurumurthy & Chami, 2017). 

There is already evidence that online labour platforms exacerbate the frictions that result in inferior 

labour outcomes for women, ethnic minorities and other disadvantaged groups (Galperin & Greppi,  

2017).  

Producing policy papers 

RIA has produced a policy paper on microwork or platform work through an analysis of the relevant 

data from the After Access survey, which was presented at IGF and at the UNCTAD e-Africa conference 

in Nairobi in 2018. DIRSI will develop a policy paper adopting a similar approach and methodology. 

RIA also collaborated with Cenfri i2i to map their supply-side platform analysis against RIA’s demand-

side data on use of platforms and financial instruments. 

 

Developing a model law on the digital economy 

The ADPP’s effort to support and drive the development of a model law on the digital economy for the 

Southern African Development Community (SADC) Parliamentary Forum (PF) is particularly relevant 

to digital economies, but also spans all the programme areas in cross-cutting manner. The project 

brings together various key stakeholders including national parliaments, ministries and think tanks to 

develop a guide of relevant legal standards. Ideally, parliaments can use these as a yardstick to 

develop national laws for the entire SADC region. To help develop and steer this project, the ADPP 

hired a senior research fellow, Dr Cecilia Matanga, as part of the collaborative fellowship programme.  

Considering the complexity of the issues that could form a part of such a comprehensive model law on 

the digital economy, the first phase for Cecilia and other researchers was cementing the collaboration 

between the SADC PF and determining the scope of issues to be addressed. Consequently, Cecilia 

produced a preliminary paper for internal circulation on key policy areas. Our new research  fellow, 

Gabriella Razzano, then took over the portfolio to drive the project internally.      

Activities have focused heavily on ensuring and maintaining a collaboration between the SADC PF and 

RIA to ensure this process has sufficient buy-in. The SADC PF and RIA have finalised a bilateral 

memorandum of agreement in which RIA will assist in driving the development of a SADC Model Law 

on the Digital Economy. A comprehensive Green Paper on the Digital Economy was completed and 

presented to a sitting of the Trade, Industry, Finance and Investment  Committee of the SADC PF (the 

Committee driving the Model Law) in November 2019. This Green Paper noted, in addition to 

digitalisation, increasing ‘datafication’ within the economy.  It was agreed that data governance 

needed to be centralising concepts around which the specific policy areas of importance to the digital 

economy could pivot. This was an important research-based finding, which is the centrality that 

expanding on data governance frames can play for providing legislative guidance in complex 

technological and Internet-based contexts. 

The Green Paper was reviewed after the presentation and a multistakeholder meeting was scheduled 

to expand public participation in the drafting process, with the goal of validating the selected 

thematic policy areas and generating a White Paper, before RIA delved into drafting recommended 

provisions. The intention was to use the workshop funds to piggyback a public consultation on a SADC 

PF meeting at which MP attendance (travel and accommodation) would already be covered. However, 

plans to host a meeting early in 2020 were delayed because of adjustments to the SADC PF’s 

timetables, before being shelved indefinitely in response to the travel bans and lockdowns that 

emerged in response to the global COVID-19 pandemic. In the interim, a second research associate, 

Andrew Rens, has joined the team to help draft the Model Law. In addition, there are plans to have the 
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Green Paper reviewed by individual experts as we await the now postponed validation workshop once 

COVID-19 travel bans are lifted. IDRC has approved the ring-fencing of the workshop in the current 

budget of the grant, which comes to an end in April, for use as soon as a date has been set by SADC PF 

to meet again, but no later than September 2020. 

Collaborating with the Fairwork Foundation 

Drawing on the RIA After Access survey data and the comparative analysis of microwork in ten African 

countries, RIA is also collaborating with the Oxford Internet Institute’s Fairwork Foundation (with 

principal researcher, Prof Mark Graham), with two RIA researchers being research associates on the 

Fairwork project (Alison and Anri) and Alison serving on the OII Geonet advisory board. 

On 2 July 2018, RIA co-hosted a multistakeholder workshop with Fairwork in Johannesburg to discuss 

what a set of principles and criteria would entail for platform work. It also explored the key challenges 

involved in online platform work for workers and platforms. To prepare for the first launch of 

Fairwork’s platform rankings in March 2019, RIA and Fairwork also jointly wrote opinion pieces on the 

need for fair work in the gig economy (see publications list in outputs below). 

Geonet undertook case studies in South Africa and India during 2019 to test the assessment 

instrument on platforms with some interesting buy-in from platforms. The second round of the work 

is planned for 2020 in eight other African countries, and RIA is expected to be more directly involved in 

this phase too. 

In January 2019, one of RIA’s researchers (Anri) also attended a Fairwork workshop in Cape Town, and 

in March 2019, RIA co-hosted a continental conference with Geonet in Johannesburg, themed “Digital 

| Economy | Africa”. RIA’s executive director delivered one of the keynote speeches on “Harnessing 

Opportunities and Mitigating Risks in the gig economy in Africa” (Gillwald & Mothobi, 2019).  

3.4 Programme area 4: Innovation 

Developing research agenda 

RIA’s work on innovation and the emerging technologies that impact it, is still in its nascent stage. 

Research priorities identified at the inaugural research workshop largely concerned on emerging 

technologies and the governance questions they raise around the safeguarding of people’s rights in 

relation to artificial intelligence (AI), distributed ledgers or blockchains, and big data analytics.  

The innovation programme area was intended to focus on blockchain and to be led by Dr Tobias 

Schönwetter, Director of Intellectual Property and Associate Professor at the University of Cape 

Town’s Law Faculty. Alison was invited to the ITU Regional Meeting on the Digital Economy in 

Ouagadougou in 2018 and presented a paper on the potential of blockchain creating trusted 

governance frameworks in fragile states or countries with institutional vulnerabilities that were 

constraining the digitalisation of the public sector necessary to stimulate digitalisation of more 

marginal economies.   

With the lack of progress on the blockchain project and as the IDRC and international donor agenda 

pivoted to AI, RIA began to engage in continental and international meetings on the challenges of data 

governance and particularly algorithmic governance in resource-constrained environments and 

where the platforms were not present in country and did not fall under the  jurisdiction of the states in 

which they were operating.  

In February 2019, Alex Comninos joined RIA to focus specifically on AI and its governance challenges. 

He attended a number of IDRC and other conferences, including the Deep Learning Indaba, the ITU AI 
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Summit, and attended, presented, and organised workshops at the following events including the 

Deep Learning Indaba, the ITU AI for Good Summit, the 14th Annual Internet Governance Forum, the 

UNICEF AI for Children consultative Workshop in Cape Town, and the Launch of the Policy Action 

Network Topical Guides on Data and AI. This networked RIA in the growing debates in this area and 

also prepared us to take on a number of complementary projects on the theme, including the African 

Development Bank’s project, Harnessing the Fourth Industrial Revolution for Africa, in which RIA 

looked at the South African case and data governance challenges arising from the deployment of 

these new technologies.  

Complementary RIA Projects 

On the basis of our growing understanding of the challenges of data and algorithmic governance in 

Africa,  RIA focused on AI in Africa for the Regional Academic Network on IT Policy (RANITP) sponsored 

by Microsoft in 2019. RANITP is a network of academic researchers located in universities in different 

African countries (Kenya, Nigeria, South Africa, Uganda and Zimbabwe) that have been investigating 

different themes around the governance of new technologies; from cloud services in the first year to AI 

in the second. Led by Alex, the research objectives for 2019  included developing African perspectives 

on AI, conducting rigorous research on AI, and providing policy recommendations for this new and 

emerging field of policy and regulation. The research examines themes including policy 

harmonisation and AI, AI and ethics, AI and biometrics, AI and gender, and AI readiness. 

Other RIA projects that relate to and overlap with the innovation programme area include ongoing 

work for the African Development Bank on the Fourth Industrial Revolution and for South Africa’s 

National Planning Commission on the review of its strategic plan for South Africa’s development. The 

overarching objective of the AfDB study is to identify the preconditions for adoption of 4IR 

technologies, as well as related challenges and drivers. This is done through the development of case 

studies on the main economic growth domains (i.e., energy; agriculture; manufacturing) and more 

general applications to improving quality of life in selected African countries of interest to the AfDB 

(i.e., South Africa, Uganda, Nigeria, Morocco, and Cameroon). The output is intended to provide 

insights into the principal new technologies, highlighting their use cases in Africa, determining the 

rationale for a local supply of these emerging technologies and their adoption in the continental 

economy, and recommending a development strategy for African governments, the private sector and 

development partners, including the African Development Bank. 

3.5 Cross-cutting themes 

Digital rights 

From a methodological perspective, the ADPP’s focus is on building frameworks for digital rights 

assessment in Africa by developing a nuanced supply- and demand-side assessment of users’ 

perception of digital rights in Africa. RIA’s revised household and individual questionnaire for the 

anticipated rounds of ICT surveys, furthermore, includes questions on users’ perceptions of digital 

rights. This is important because in most African countries, the democratic assumptions about human 

rights and mature competitive markets that inform policies and frameworks in the Global North do 

not apply. Strategies for Africa require both local knowledge about Internet governance and policy 

environments, and an in-depth understanding of the political economy of the country or region in 

which a project or intervention is planned.  

Although a globally accepted and ratified human rights framework may be applied as a standard for 

Internet policymaking, ‘best practice’ models based on mature democracies and competitive markets 

often collide with the political economy of less secure or resilient African democratic states. The ADPP 
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therefore prioritises the development of alternative strategies in the area of governance and trust-

building in Africa. As discussed, the cultivation and nurturing of strategic partnerships with countries 

and organisations that have experience under similar conditions are a central strategy for the ADPP, 

as discussed below. 

Some highlights of the ADPP’s work on digital rights in the first two years, include: 

▪ our participation in the development and testing of UNESCO’s ROAMx indicators (see 

publications); 

▪ our submission on children and sexual offences to the proposed legislation in South Africa; 

▪ team members actively participating in various relevant processes that impact digital rights on 

the continent, including the Freedom Online Coalition and the Christchurch Call process.  

  

Affordable Access programme 

A key foundation programme of the ADPP grant was RIA’s Affordable Access programme. It was that  

that distinguished RIA from other first round centres, as it allowed for digital inequality to be 

understood holistically not just in terms of Internet and data governance. The programme draws on the 

parallel After Access digital indicators project and the pricing transparency project. This consists of 

pricing data that is collected every quarter for RIA African Mobile Pricing (RAMP) Index, and the baskets 

are calculated based on the cheapest Voice/SMS and 1GB prepaid tariffs offered as they appear in the 

market. The methodology used to evaluate mobile pricing is based on the Organisation for Economic 

Co-operation and Development (OECD) telecommunications price baskets as follows: 

▪ Voice/SMS basket: the cost of 30 prepaid mobile voice calls for a total of 50 minutes, distributed 

between destinations and peak periods, added to that of 100 SMSs and divided by the subscription 

value for one month. 

▪ Data basket: the cost of 1 GB, 500 MB and 100 MB prepaid mobile data bundles, valid for monthly, 

weekly and daily periods (exact values are offered unless otherwise stated). 

▪ Conversion: The cheapest baskets are converted to USD for comparison across African markets. RIA 

measures the cost of communication by mapping African mobile prepaid pricing trends with a 

voice/SMS basket, 1 GB prepaid data basket. 

All of the above are calculated and represented in the RIA’s African Mobile Pricing (RAMP) Index. Both 

the voice/SMS basket and the 1 GB basket methodologies calculate the minimal price for consumers. 

The RAMP Index has been used for most of RIA’s policy papers and briefs. In South Africa, it has served 

as a tool to advise the Competition Commission. Internationally, the RAMP Index is also used by the 

World Bank and ITU. 

Gender  

Marginalised communities, including women, remote populations and people with disabilities face 

greater challenges to accessing the Internet and other digital technologies. With more women than 

men amongst the poor (Deen-Swarray et al, 2013), Africa has the largest regional gender gap (25%) 

between men and women accessing the Internet. Barriers to access for women and other 

unconnected Africans are multiple and interrelated, mirroring the socioeconomic reality of offline 

conditions.4 Comprehensive access extends beyond connectivity to affordability, reasonable quality 

 

4 for example, UN Broadband Commission Working Group on the Digital Gender Divide, 2017; Ya’u & Aliyu, 2017; Deen-Swarray et al., 2012; 

GSMA/LIRNEasia, 2015; APC, 2015; A4AI, 2015. 
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and latency of connections, relevant and local language content, and content unconstrained by 

discriminatory algorithmic curation.  

In addition to RIA’s other work on these and other inclusionary challenges, the ADPP’s strategy to 

address the gender-related dimensions of cyber policy involves delving deeper than the male and 

female descriptive statistics that tend to mask the underlying factors determining inequality. To 

better understand the power relations and interests that manifest in gender inequality, the ADPP’s 

research makes use of a feminist approach to critically engage with gender from a research, 

methodology and organisational perspective. The overall research question that guides the Project’s 

work is: 

▪ How can we shape digital policy that supports all genders’ equal rights, choice to access and 

ability to use the internet? 

Internal processes 

To address this question, the following actions have been taken: 

▪ championing gender within RIA, including thinking through the organisation’s engagement with 

gender work;  

▪ reflecting on the processes of feminist research and methodology by drawing from a combination 

of workshops on gender and feminist projects;  

▪ developing a sexual harassment policy for the organisation;  

▪ participating in workshops to develop our thinking on gender (Tunis and Sri Lanka); and  

▪ organising a full day to plan before the Tunis workshop. 

Research Activities 

RIA has identified three gender-related activities to work on over the next year within various grants 

and between : 

AI and gender – The first project is on AI and gender, which also forms part of the RANITP project. This 

project is funded for the purpose of AI policy development but will examine gender issues in Africa in 

relation to AI. The project brings an external researcher who is not located in feminist research, but 

who will be working closely with the gender champion in RIA to develop a gender framework aimed at 

encouraging researchers to delve deeper than the male/female binary.  

Feminist Internet Research Network (FIRN) project – RIA is also working on a separate IDRC project 

to understand the gender dynamics of poor ICT access and use indicators from Rwanda, despite 

positive supply-driven infrastructures and gender policies. The research will adopt a feminist lens as a 

central purpose of FIRN. The FIRN project comprises both qualitative and quantitative analysis. While 

RIA has managed to deliver the draft reports for the qualitative research, getting permissions to 

undertake the focus groups across the country have proved a challenge. Discussions of partnering 

with the Gender Monitoring Office and the Gender Studies Centre at the University of Rwanda are now 

in abeyance, with COVID-19 preventing international travel. This project has been extended to a 2-year 

project to account for the delays regarding the research permissions in Rwanda. 

Reflections on implementing feminist research and methodology – This activity draws from the 

above two projects to highlight the challenges and opportunities of using feminist research within RIA.  

The methodologies will be workshopped with the RIA team as there is a need to demonstrate the 

applicability of the research project within the African context as well as RIA’s work. At the end of this 

round of funding, a paper was written in collaboration with the mentor to reflect on the process of 
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shifting from gender to feminist research within RIA. The paper aims to answer the initial question 

posed at the beginning of the process. A workshop will be held online with all RIA staff to discuss the 

paper and findings, during June or July 2020. 

Challenges: Like other organisations in the field, RIA has sometimes struggled to get all of its staff to 

understand the importance and meaning of adopting a feminist lens to research. Our work with 

Gender@Work at various workshops (e.g., Sri Lanka and Tunis) and in the office has gone some way, 

however, to raising awareness of the related challenges and why they are so important to address. 

The workshop in the office was successful, as it got everyone in the office to think of Gender within our 

individual organisational journey alongside personal journeys.  

 

 

4. Summary of outputs that could influence longer term outcomes 

Some of the key outputs from the four programmatic areas and related cross-cutting areas are 

discussed in the section below, covering diverse publications; activities to promote capacity-building; 

relevant conferences, workshops and meetings; and strategic leadership positions in digital policy.  

4.1 Workshops and seminars 

In February 2019, the ADPP hosted data justice scholar, Dr Linnet Taylor (Tilburg Law School), for an 

informal workshop at RIA’s office to explore how her work could help ADPP with the development of 

its own approach to data governance. She guided an informal workshop at RIA to develop the ADPP’s 

research approach to data protection and justice. 

RIA also hosted a public seminar on data justice for/in Africa with the Nelson Mandela School on 

Public Policy.  

The ADPP organised and hosted a number of other  strategic seminars on digital policy issues in its 

first year of operation. These were hosted in collaboration with the Nelson Mandela School of Public 

Policy at the University of Cape Town, and included: 

▪ 7 March 2018: open seminar with Dr Ian Brown at the UCT Nelson Mandela School of Public Policy  

In March 2018, before the ADPP’s inaugural research priorities workshop, we held an open public 

seminar with Ian on the theme of Building a Trusted Internet. (This was before Ian joined RIA as a 

senior research fellow.) 

▪ 30 January 2019: open seminar with Prof Gesche Joost at the UCT Nelson Mandela School of 

Public Policy 

▪ Another public seminar was held in January 2019 with visiting scholar Gesche from the Design 

Research Lab, Berlin University of the Arts, on the theme of Civic Design for an Inclusive Digital 

Society. 

▪ 5 March 2019: open seminar with Dr Linnet Taylor at the UCT Nelson Mandela School of Public 

Policy 

As a direct result of our early fostered relationships, RIA presented to the European Joint Doctorate in 

Law and Development Summer School, held at North-West University in March 2020, at the invitation 

of Dr Taylor. We assisted in organising a session in which a member of the Information Regulator, 

Collen Weapond, and a representative of Black Sash, Hoodah Abrahams-Fayker, joined Gabriella 

Razzano to discuss a case study of data justice and South Africa’s social grant system. 

https://researchictafrica.net/2018/09/05/welcome-to-adpp-fellow-dr-ian-brown/
https://researchictafrica.net/2019/01/17/public-lecture-series-2019-civic-design-for-an-inclusive-african-digital-society/
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4.2 Publications 

Policy briefs, papers and chapters 

▪ Gillwald, A. & Van der Spuy, A. (2019). National digital governance for more equitable access to the 

Internet as global public good. MISTRA: Democracy in South Africa – the next 25 years (paper 

presented at MISTRA & UJ Conference, 2019). Available at  https://researchictafrica.net/wp/wp-

content/uploads/2019/07/2019-25-DEMOCRACY-MISTRA_South-Africa.pdf  

▪ Calandro, E. & Berglund, N. (2019). Unpacking Cyber-Capacity Building in Shaping Cyberspace 

Governance: the SADC case (paper presented at GIGAnet Berlin, 2019). Available at 

https://www.giga-net.org/2019symposiumPapers/33_Calandro_Berglund_Unpacking%20Cyber-

Capacity%20Building.pdf 

▪ Gillwald, A. and Van der Spuy A (2019) Global governance of global public goods (paper presented 

at GIGAnet Berlin, 2019). Available at https://www.giga-

net.org/2019symposiumPapers/34_Gillwald_VanderSpuy_Global-Governance.pdf 

▪ Van der Spuy, A., Calandro, E., & Brown, I. (2018). Collaborative cybersecurity: the Mauritius Case. 

ADPP Policy Brief No 1, October 2018. Available at: https://researchictafrica.net/2018/11/08/igf-

panel-discussion-on-collaborative-models-for-cybersecurity-the-mauritius-case/.  

The policy brief provides a number of recommendations on how different collaborative models in 

cybersecurity can foster agile adaptability, transparency, and trusted information-sharing among all 

stakeholders, and the inclusion of those who are more vulnerable to cyber harm, including civil 

society organisations and marginalised communities. It is based on an analysis of Mauritius’ 

experience in cybersecurity, which moved from a hierarchical, prescriptive public-private partnership 

model to a more open and horizontal public-private initiative model founded on a collaborative 

‘interplay’, which included a wider range of stakeholders. 

An extended version of this policy paper was also presented at CPRsouth in Maputo, Mozambique, in 

September 2018: Van der Spuy, A. & Oolun, K. (2018, October). Collaborative Cybersecurity: the 

Mauritius case. Research ICT Africa Policy Brief: Africa Digital Policy, 1(1). Available at: 

https://researchictafrica.net/wp/wp-content/uploads/2018/11/Policy-Brief-ADPP-N-1-Collaborative-

Cybersecurity-Mauritius-Case.pdf.  

▪ Calandro, E., Chavula, J., and Phokeer, A. (2018). Internet Development in Africa: A Content Use, 

Hosting, and Distribution Perspective. e-Infrastructure and e-Services for Developing Countries. 

10th EAI International Conference, AFRICOMM 2018, Dakar, Senegal, November 29-30, 2019.  

Available at https://eudl.eu/doi/10.1007/978-3-030-16042-5_13 

Although a considerable investment in broadband infrastructure has improved broadband speeds 

across many African countries, the reliability and performance that users ultimately receive is also 

determined by the interconnection between networks and Internet Service Providers (ISPs) and by 

where the content, services and applications are hosted. Often, high latencies to remote destinations 

introduce significant performance bottlenecks, suggesting that, in addition to investments in higher 

throughput links, effort should be devoted to improving interconnection between ISPs and locating 

content closer to the users. By untangling the complexity of content access, use, hosting and 

distribution in Africa, this study offers three main contributions. First, it discusses challenges related 

to usage, hosting, distribution of local content and services in Africa, by developing a case on African 

local news websites. Second, it makes publicly available measurement data and indicators for local 

content use, hosting, and distribution across all African countries. And third, it provides points of 

https://www.giga-net.org/2019symposiumPapers/33_Calandro_Berglund_Unpacking%20Cyber-Capacity%20Building.pdf
https://www.giga-net.org/2019symposiumPapers/33_Calandro_Berglund_Unpacking%20Cyber-Capacity%20Building.pdf
https://researchictafrica.net/2018/11/08/igf-panel-discussion-on-collaborative-models-for-cybersecurity-the-mauritius-case/
https://researchictafrica.net/2018/11/08/igf-panel-discussion-on-collaborative-models-for-cybersecurity-the-mauritius-case/
https://researchictafrica.net/wp/wp-content/uploads/2018/11/Policy-Brief-ADPP-N-1-Collaborative-Cybersecurity-Mauritius-Case.pdf
https://researchictafrica.net/wp/wp-content/uploads/2018/11/Policy-Brief-ADPP-N-1-Collaborative-Cybersecurity-Mauritius-Case.pdf
https://eudl.eu/proceedings/AFRICOMM/2018
https://eudl.eu/proceedings/AFRICOMM/2018
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policy recommendations on how to improve internet access and use, and infrastructure performance 

from a content perspective. 

▪ Gillwald, A., Calandro, E., Sadeski, F. and Lacave, M. (2019). Unlocking the potential of the fourth 

industrial revolution in Africa - country case study : South Africa. Available at: 

https://4irpotential.africa/wp-content/uploads/2019/10/4IR_SOUTHAFRICA_V01PRINT.pdf 

RIA worked with the African Development Bank to unlock the potential of the fourth industrial 

revolution in South Africa by identifying potential use cases for technology adoption in sectors such as 

agriculture, power, industrialisation, wellbeing and regional integration. 

Contribution to indexes, books and reports 

▪ Souter, D. & Van der Spuy, A. (2019) UNESCO’s Internet Universality Indicators: a framework for 

assessing Internet development. Paris: UNESCO. Available at: 

https://unesdoc.unesco.org/ark:/48223/pf0000367617.  

RIA worked extensively with UNESCO on the development of the Internet Universality Indicators Index  

adopting the ROAMx principles to assess levels of Internet Rights, Openness, Access, Multistakeholder 

practice in countries. RIA’s contribution included conducting a consultative workshop and 

implementing the Africa pilot in Nigeria and the assessment in Senegal.  

▪ Baú, V. and Calandro, E. (2018). Digital Media and Information Rights, in Hobbs, R. and Mihailidis, 

P. (Eds.) The International Encyclopaedia of Media Literacy, Wiley-Blackwell, Boston. 

This entry advances theoretical reflections in the area of digital media access and citizen engagement 

and participation through digital communications. Specifically, it seeks to provide a framework to 

investigate the relationship between social development, civic and political participation, and access 

to digital media in countries where rights such as freedom of speech and information are not always 

upheld by governments. The authors observe that improving access to digital media in a country by 

providing good quality, low‐cost Internet service and information technology literacy does not 

unquestioningly facilitate a country's development when those media are subjected to government 

control. The issue this raises, in contrast, is that improved digital media access may result in increased 

control and restriction of rights in cases where telecommunications and Internet infrastructures are 

under control of authoritarian or semi-authoritarian regimes. 

Publications: blogs and opinion pieces 

▪ Gillwald, A. (2019, October 3). South Africa must harness technology in a way that helps fix 

its problems. The Conversation. Available at: https://theconversation.com/south-africa-must-

harness-technology-in-a-way-that-helps-fix-its-problems-

121191?utm_source=twitter&utm_medium=twitterbutton.  

▪ Van der Spuy, A. (2019, August 5). How do we tackle children’s risks without sacrificing their 

opportunities? Africa Portal. Available at: https://www.africaportal.org/features/how-do-we-

tackle-online-risks-without-sacrificing-childrens-digital-futures/.  

▪ Gillwald, A. (2019, July 4). 4IR in SA is too important to remain the domain of the elite. Business 

Day. Available at: https://www.businesslive.co.za/bd/opinion/2019-07-04-4ir-in-sa-is-too-

important-to-remain-the-domain-of-the-elite/.  

▪ Van der Spuy, A. (2019, July 2). Uber, Uber on the wall, who’s the fairest of them all? Africa Portal. 

Available at: https://www.africaportal.org/features/uber-uber-wall-whos-fairest-them-all/.  

https://4irpotential.africa/wp-content/uploads/2019/10/4IR_SOUTHAFRICA_V01PRINT.pdf
https://unesdoc.unesco.org/ark:/48223/pf0000367617
https://theconversation.com/south-africa-must-harness-technology-in-a-way-that-helps-fix-its-problems-121191?utm_source=twitter&utm_medium=twitterbutton
https://theconversation.com/south-africa-must-harness-technology-in-a-way-that-helps-fix-its-problems-121191?utm_source=twitter&utm_medium=twitterbutton
https://theconversation.com/south-africa-must-harness-technology-in-a-way-that-helps-fix-its-problems-121191?utm_source=twitter&utm_medium=twitterbutton
https://www.africaportal.org/features/how-do-we-tackle-online-risks-without-sacrificing-childrens-digital-futures/
https://www.africaportal.org/features/how-do-we-tackle-online-risks-without-sacrificing-childrens-digital-futures/
https://www.businesslive.co.za/bd/opinion/2019-07-04-4ir-in-sa-is-too-important-to-remain-the-domain-of-the-elite/
https://www.businesslive.co.za/bd/opinion/2019-07-04-4ir-in-sa-is-too-important-to-remain-the-domain-of-the-elite/
https://www.africaportal.org/features/uber-uber-wall-whos-fairest-them-all/
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▪ Van der Spuy, A. (2019, May 20). The Christchurch Call could potentially be used to clamp down on 

legitimate political dissent in Africa. The Daily Maverick. Available at: 

https://www.dailymaverick.co.za/article/2019-05-20-the-christchurch-call-could-potentially-be-

used-to-clamp-down-on-legitimate-political-dissent-in-africa/.  

▪ Gillwald, A.; Van der Spuy, A.; Graham, M.; Woodcock, J. & Englert, S. (2019, April 11). Fairwork 

exposes exploitation in gig economy amid regulatory vacuum. Business Day. Available at: 

https://www.businesslive.co.za/bd/opinion/2019-04-11-fairwork-exposes-exploitation-in-gig-

economy-amid-regulatory-vacuum/.  

▪ Van der Spuy, A. (2019). Information rights in a data age: #ICIC2019. Research ICT Africa (blog). 

Available at: https://researchictafrica.net/2019/03/20/information-rights-in-a-data-age-icic2019/. 

(digital rights) 

▪ Mabunda, S. (2019). Addressing Cybercrime in South Africa. Research ICT Africa (blog). Available 

at: https://researchictafrica.net/2019/02/14/addressing-cyber-crime-in-south-africa-cyber-brics/. 

(digital rights) 

▪ Van der Spuy, A. & Chair, C. (2019). Dear Web, happy birthday. Research ICT Africa (blog). Available 

at: https://researchictafrica.net/2019/03/12/does-the-world-wide-webs-30th-anniversary-give-us-

cause-for-celebration-or-commemoration/. (Internet governance/digital rights) 

▪ Bomu, G. (2018). Kenya has an opportunity to create a model data protection framework. 

Research ICT Africa (blog). Available at: https://researchictafrica.net/2018/09/24/kenya-has-an-

opportunity-to-create-a-model-data-protection-framework/. (data governance) 

▪ Van der Spuy, A. (2018). Facebook revelations: with greater connectivity comes greater 

responsibility. The Daily Maverick. Available at: 

https://www.dailymaverick.co.za/opinionista/2018-05-10-facebook-revelations-with-greater-

connectivity-comes-greater-responsibility/#.W0W2ki2B000 (Internet governance/digital 

economy/data governance/digital rights) 

▪ Razzano, G. (2020). Preparing for the African Digital Economy. Medium. Available at: 

https://medium.com/@jablet/preparing-for-the-african-digital-economy-ad28007639cb (digital 

economy/data governance/digital rights) 

▪ Razzano, G. (2020). Good ID and Financial Inclusion: A call for context. Research ICT Africa (blog). 

Available at: https://researchictafrica.net/2020/02/05/good-id-and-financial-inclusion-a-call-for-

context/ (digital identity/digital rights) 

▪ Gillwald, A.; Razzano, G.; Rens, A.; and Van der Spuy, A (2020) Mobile phone data is useful in 

coronavirus battle. But are people protected enough? The Conversation. Available at: 

https://theconversation.com/mobile-phone-data-is-useful-in-coronavirus-battle-but-are-people-

protected-enough-136404. 

Participation in governance processes 

▪ RIA’s Written Statement Delivered During the Meeting of the OEWG on ICT at the United Nations 

(2019, December). Available at https://researchictafrica.net/wp/wp-

content/uploads/2019/12/Research-ICT-Africa-Statement-on-Cyber-Norms-OEWG-Dec-2019.pdf 

RIA’s prepared a written statement for the OEWG’s intersessional consultative meeting on 

developments in the field of information and communications technology in the context of 

International security, happening at the United Nations from December 2nd to December 4th. The 

statement aims to provide evidence on the debates around rules, laws and norms for responsible 

https://www.dailymaverick.co.za/article/2019-05-20-the-christchurch-call-could-potentially-be-used-to-clamp-down-on-legitimate-political-dissent-in-africa/
https://www.dailymaverick.co.za/article/2019-05-20-the-christchurch-call-could-potentially-be-used-to-clamp-down-on-legitimate-political-dissent-in-africa/
https://www.businesslive.co.za/bd/opinion/2019-04-11-fairwork-exposes-exploitation-in-gig-economy-amid-regulatory-vacuum/
https://www.businesslive.co.za/bd/opinion/2019-04-11-fairwork-exposes-exploitation-in-gig-economy-amid-regulatory-vacuum/
https://researchictafrica.net/2019/03/20/information-rights-in-a-data-age-icic2019/
https://researchictafrica.net/2019/03/12/does-the-world-wide-webs-30th-anniversary-give-us-cause-for-celebration-or-commemoration/
https://researchictafrica.net/2019/03/12/does-the-world-wide-webs-30th-anniversary-give-us-cause-for-celebration-or-commemoration/
https://researchictafrica.net/2018/09/24/kenya-has-an-opportunity-to-create-a-model-data-protection-framework/
https://researchictafrica.net/2018/09/24/kenya-has-an-opportunity-to-create-a-model-data-protection-framework/
https://www.dailymaverick.co.za/opinionista/2018-05-10-facebook-revelations-with-greater-connectivity-comes-greater-responsibility/#.W0W2ki2B000
https://www.dailymaverick.co.za/opinionista/2018-05-10-facebook-revelations-with-greater-connectivity-comes-greater-responsibility/#.W0W2ki2B000
https://medium.com/@jablet/preparing-for-the-african-digital-economy-ad28007639cb
https://researchictafrica.net/2020/02/05/good-id-and-financial-inclusion-a-call-for-context/
https://researchictafrica.net/2020/02/05/good-id-and-financial-inclusion-a-call-for-context/
https://theconversation.com/mobile-phone-data-is-useful-in-coronavirus-battle-but-are-people-protected-enough-136404
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state behaviour in cyberspace from an African perspective and considers how civil society 

organisations and other stakeholders can support governments in implementing the body of cyber 

norms. 

▪ Research ICT Africa & APC (2019, July 30). Submission to the South African Law Reform 

Commission: Discussion Paper 149 on Sexual Offences: Pornography and Children. Available at: 

https://researchictafrica.net/wp/wp-content/uploads/2019/07/2019_Submission-

SALC_APCRIA.pdf.   

RIA submitted written comments on a discussion paper published by the South African Law 

Commission on Sexual Offences: Pornography and Children. In an extensive submission written in 

response to the Paper, published with APC to increase dissemination, we criticised the way in which 

the SALRC arguably neglects the potential benefits that accompany Internet use and repeatedly 

conflates (subjective) risk with (actual) harm. In addition to the submission, we also wrote a blog for 

Africa Portal to summarise our views on the Proposal.  

▪ Participation as part of academic/civil society cohort in Internet governance processes, including 

the High-Level Panel on Digital Cooperation and the Christchurch Call process. 

In May 2019, the ADPP helped to draft civil society responses to the Christchurch Call, while in 

November 2018, Research ICT Africa contributed to and participated in the drafting of civil society 

responses to the UN Secretary-General’s High-Level Panel on Digital Cooperation’s consultation 

before the IGF in Paris, France.  

▪ Research ICT Africa (2018). Submission to the Inquiry into the role and responsibilities of the 

Independent Communications Authority of South Africa in Cybersecurity. Available at: 

https://researchictafrica.net/wp/wp-content/uploads/2018/12/Submission-Cybersecurity-ICASA-

vFINAL.pdf  

The ADPP submitted written comments on a consultation, the Inquiry into the role and responsibilities 

of the Independent Communications Authority of South Africa, published in the Government Gazette on 

28 September 2018. Due to the increasing social, political, and financial impact of cyber incidents, we 

recommended that South Africa’s institutional design and legislative environment dealing with 

cybersecurity are working efficiently. To this end, RIA suggested that ICASA facilitate a cyber maturity 

assessment of the country, in order to identify specific points of policy interventions that will inform 

an overall National Cybersecurity Strategy. The implementation of the Strategy should be 

underpinned by a comprehensive cyber capacity-building programme, to develop competences, 

resilience and trust in the Internet. 

▪ Research ICT Africa (2018). Comments on Policy and Regulatory Framework for Data Protection in 

Kenya. Submission made to Ochieng, J., Ministry of Information, Technology and Communication, 

Kenya. Available at: https://researchictafrica.net/wp/wp-content/uploads/2018/09/RIA_Kenya-

Data-Protection-Framework_Sept2018.pdf.  

With the help of research associate Grace Bomu, the ADPP also prepared and submitted extensive 

comments on Kenya’s Policy and Regulatory Framework for Data Protection, which was constituted by 

the Cabinet Secretary, Ministry of ICT, in May 2018. In the submission, we talk about the global 

consensus on the need for data protection but lament vast differences between regional and national 

interpretation and implementation of data protection. We urged Kenya to set a positive example for 

East Africa by developing a data protection framework that puts people at the centre of the digital 

economy. Alison Gillwald was appointed deputy chairperson of GIGAnet, a dedicated academic 

research conference on Internet Governance. 

https://researchictafrica.net/wp/wp-content/uploads/2019/07/2019_Submission-SALC_APCRIA.pdf
https://researchictafrica.net/wp/wp-content/uploads/2019/07/2019_Submission-SALC_APCRIA.pdf
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https://researchictafrica.net/wp/wp-content/uploads/2018/09/RIA_Kenya-Data-Protection-Framework_Sept2018.pdf
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4.3 Capacity-building 

▪ 17 July 2019: open seminar with Prof Tim Unwin at the UCT Nelson Mandela School of Public 

Policy 

In July 2019, ADPP also hosted Tim (Royal Holloway) for a public seminar at the UCT Nelson Mandela 

School of Public Policy on the theme of ‘Unpacking the Fourth Industrial Revolution’. The seminar was 

live streamed. An audio recording of the livestream is available online.5 

▪ 4-5 September, 2019: Training session on Issues and Practice of Cyber diplomacy for UN diplomats 

dealing with cybersecurity.  

During the training session, organised by Permanent Missions of Estonia, Kenya, Mexico, Singapore 

and the European Union, Enrico gave a lecture on what cyber security capacity states need and how to 

build them. 

▪ 4 October 2019, Online Seminar on an African perspective of the UN GGE and UN OEWG. 

In collaboration with Global Partners Digital, the online seminar aimed at informing CSOs from Africa 

on the UN processes on responsible state behaviour in cyberspace, and on their potential involvement 

in these processes. 

▪ 30 January 2020: Seminar on International developments in cybersecurity, DIRCO Head Office, 

Pretoria 

The Seminar was organised in collaboration with DIRCO, Cybersecurity Office, and involved 

approximately 25 participants from the private sector, civil society organisations, academia, and 

technical community in South Africa. The main aim of the Seminar was to inform non-state actors and 

different departments dealing with cybersecurity in the public sector (i.e. ICASA, defence, police, and 

DTPS) on the involvement of South Africa in International cybersecurity processes.  

Workshops, conferences and other relevant events 

The ADPP participated in a number of workshops and panels of relevance to digital policy in its first 

year of operation. Some of these included: 

▪ African School of Internet Governance (AfriSIG) (annually) 

As part of the Project’s focus on capacity development, RIA is now an official co-convener of AfriSIG, 

together with Association for Progressive Communications and the African Union. The initiative, 

which is in its seventh year of running, brings together a multistakeholder grouping of early to mid-

career individuals across Africa working on or interested in Internet governance. RIA provides support 

to ensure quality of the program, including an overview of the curriculum and pro bono 

faculty/teaching support. 

▪ August 2019, UCT seminar on Fourth Industrial Revolution: Implications and Considerations for 

Postgraduate Students (Cape Town, South Africa) 

In August 2019, Anri participated in a panel discussion hosted for UCT postgraduate students on 

understanding (and criticising) the so-called Fourth Industrial Revolution. 

▪ July 2019, Facebook meeting on Independent Oversight Board (Johannesburg, South Africa) 

 
5 https://researchictafrica.net/2019/07/03/public-lecture-unpacking-the-fourth-industrial-revolution/ 
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In July 2019, Anri participated in a one-day consultation workshop hosted by Facebook as a part of 

the development of its independent oversight board.  

▪ June 2019, RightsCon (Tunis, Tunisia) 

In June 2019, Alison, Anri and Chenai attended RightsCon where the group organised three panels (on 

digital taxes, decolonising cyberpolicy, and gender). They participated as speakers in a number of 

sessions in addition to participating in a pre-conference Gender@Work workshop.  

▪ May 2019, Voices for Action (Paris, France) 

Anri attended the Voices for Action meeting in Paris in May 2019 to discuss the Christchurch Call, 

which is an initiative organised by the New Zealand Prime Minister’s office, aimed at countering 

terrorist and violent extremist content online (following the Christchurch attacks). Following the 

meeting, Anri wrote an opinion piece for the Daily Maverick, and helped organise a session on the Call 

at RightsCon in June. She was also invited to join the Christchurch Call Advisory Network, which she 

continues to actively participate in.  

▪ March 2019, Geonet conference Digital | Economy | Africa (Johannesburg, South Africa) 

RIA/ADPP was an official partner of the conference and Alison delivered a keynote speech on 

“Harnessing Opportunities and Mitigating Risks in the Gig Economy in Africa. RIA also helped in 

developing media outreach before the event.   

▪ March 2019, International Conference of Information Commissioners (Johannesburg) 

Alison and Anri attended the first International Conference of Information Commissioners (ICIC) held 

in Africa, from 11-13 March in Midrand, Johannesburg. Following the conference, a blog was written 

and published on both RIA and the CyberBRICS website (see publications).  

▪ February 2018 and 2019, Oxford GCSCC Annual Meeting (Oxford, UK) 

Anri and Enrico were invited to the 2018 Annual Meeting of the Oxford GCSCC. They presented the 

ADPP’s work to the Oxford GCSCC and discussed the possibility of collaborating with the Centre for 

the implementation of cyber maturity assessments in Africa.  

▪ February 2019, GCSCC Annual Meeting  

In 2019, Enrico attended the GCSCC annual meeting again, where he participated in the Advisory 

Expert Panel on the development of the cyber maturity assessment tool, bringing an African 

perspective to the debate on the evolution and the implementation of the assessment tool. Also, the 

establishment of a Cybersecurity Capacity Centre for Southern Africa was confirmed with all the 

consortium’s partners (i.e. NUPI, GCSCC and UCT). 

▪ July 2018, AUC Workshop for AU Member States on Cyber-Strategy, Cyber-Legislation and Setting 

up CERTs (Addis Ababa, Ethiopia) 

Enrico was invited as resource person for a training workshop on cyber strategy, cyber legislation and 

setting up CERTs. During the workshop, Enrico presented on Collaboration Models for the Protection of 

the Internet Infrastructure and on the status of cybersecurity in South Africa. 

▪ Nov 2018, Freedom Online Coalition Annual Conference (Berlin, Germany) 

Anri organized two sessions at the FOC in Berlin – one on social media taxes in Africa and another on 

practical platform accountability measures (using examples from the FairWork Foundation and 

Ranking Digital Rights). Alison presented RIA research in the session on social media taxes.  

▪ Nov 2018, Internet Governance Forum (Paris, France) 
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At the IGF in 2018, Anri and Enrico organised and convened a workshop in panel format on 

multistakeholder participation in cybersecurity from an African perspective. During the panel, a policy 

brief drawing from research conducted by Anri and Dr Oolun Krishna on collaborative models for 

cybersecurity in Mauritius was presented and discussed. The summary and video of the session are 

both available online.6 

5. Governance and strategic leadership positions 

In the ADPP’s first term of work, it tried to raise awareness of African priorities and challenges in 

digital policy at a global level in processes and institutions that tend to have inadequate 

representation from African stakeholders. RIA researchers individually applied for, were elected to, or 

selected for advisory or associate positions of diverse institutions in the digital policy arena. This was 

deemed important not just for influencing global debate on various cyberpolicy issues, but also for 

identifying new avenues for research dissemination and use. These positions include: 

▪ Christchurch Call Advisory Network – Anri (advisory board member) 

▪ CyberBRICS – Alison appointed to Advisory Board and Enrico, Anri, Sagwadi and Ian (associates) 

▪ Fairwork Foundation – Alison and Anri (associates) 

▪ Freedom Online Coalition Advisory Network – Anri (advisory network member) 

▪ GigaNet – Alison  was elected the deputy chairperson  of the dedicated Internet Governance 

annual academic research conference.  

▪ Global Forum on Cyber Expertise (GFCE) – Enrico (advisory board member) 

▪ Internet Governance Forum Best Practice Forum on Gender – Anri and Chenai (volunteers) 

▪ Internet Governance Forum Best Practice Forum on Internet of Things, Big Data and Artificial 

Intelligence – Alex (volunteer) 

▪ Multistakeholder Advisory Group (MAG) of the Internet Governance Forum (IGF) – Chenai 

(member) 

▪ Research Advisory Group (Internet Governance) of the Global Commission on the Stability of 

Cyberspace – Anri (participant) 

6. Communications strategy 

The mentorship being provided by DECI, with support by IDRC, is a continuum of the strategy for 

developing RIA’s communications and evaluations capacity – a need that had been identified in an 

initial evaluation of RIA. In the ADPP’s first year of work, the focus is on institutionalising 

communications and evaluations within the organisation and the building capacity of the wider RIA 

team. 

The initial strategy was to bring in different RIA members to develop and apply communications and 

evaluations to the RIA sub-projects and the organisation itself. This continues with some adjustments 

following the appointment of a new Research Editor and Communications Manager, Fazila Farouk, in 

January 2020. Fazila is building on RIA’s existing communications strategy by enhancing both the 

internal and external aspects of the strategy. Internally, the strategy is focused on developing and 

 

6 https://www.intgovforum.org/multilingual/content/igf-2018-day-2-salle-vi-ws171-multi-stakeholding-cybersecurity-in-africa-0. 

https://www.intgovforum.org/multilingual/content/igf-2018-day-2-salle-vi-ws171-multi-stakeholding-cybersecurity-in-africa-0
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improving our digital channels and platforms to improve external outreach as well as support staff to 

produce content that strategically positions RIA’s ICT policy research for audience engagement. To 

this end, there is a strong emphasis on developing a culture of reflection and writing amongst RIA’s 

researchers as well as introducing and encouraging alternative content development mediums, such 

as podcasts and video. 

Externally, the strategy focuses on maintaining visibility in public fora, such as the media as well as 

through conference participation and delivering papers at such events whilst actively seeking out 

opportunities to network with high-level policy stakeholders. RIA’s researchers are also encouraged to 

get more mileage out of conference participation. For example, as a result of his participation on a 

panel discussion with the UN Special Rapporteur on the Right to Privacy, Alex invited Prof. Joseph 

Cannataci (the UN Special Rapporteur), to participate in our podcast series, The RIA Podcast, about the 

challenge AI poses to privacy. The podcast was released in March 2020. 

The centrepiece of RIA’s enhanced communications strategy is a monthly newsletter, which features a 

monthly report of RIA’s research activities highlighting important aspects of our work through the 

publication of op-eds and blogs written RIA staff; notifying our audience about the release of RIA’s 

latest research publications and submissions on ICT policy and regulatory processes, as well as 

providing information about conference participation, including key issues discussed at these events. 

Our newsletters are available online and can be viewed here: RIA February Newsletter 

https://bit.ly/RIAnews-Feb2020 and RIA March 2020 Newsletter https://bit.ly/RIAnews-March2020. 

This newsletter has a high-level academic and policy subscriber base of more than 400 readers 

representing researchers from universities across Africa and other parts of the Global South, the 

United States of America and Europe. Our subscriber base also represents multilateral organisations 

and aid agencies such as the World Bank, the World Economic Forum and USAID. There is also a 

notable number of important subscribers representing government departments in South Africa and 

other African countries, including but not limited to the Presidency in South Africa, the Department of 

Telecommunications and Postal Services in South Africa and the Ministry of Education in 

Mozambique. Finally, there is a wide variety of ICT-focused civil society organisations in the Global 

South, including our partners, such as LIRNEasia and APC, that subscribe to RIA’s newsletter. 

Being allowed into our stakeholders’ email inboxes creates the opportunity for the highest level of 

audience engagement, as we are not subject to social media algorithms determining our visibility. In 

this regard, our newsletter mailing service also allows us to track audience engagement. This feeds 

into how we position ourselves for ongoing policy influence. The fact that we have high-level 

subscribers who open and read our newsletter as well as the fact that our subscriber base is growing, 

indicates the ongoing significance of our contribution to the ICT policy and regulation landscape.  

The secondary effect of the newsletter is that it has become a vehicle to mobilise staff in the 

organisation to become more conscious about project milestones due to the fact that we showcase 

our work to an engaged audience on a monthly basis. 

RIA is also refreshing its website to support the development of diverse content offerings, as well as 

profile our research outputs more visibly. The upgraded website was launched at the end of April 

2020. 

RIA continues to maintain a presence on social media, reaching diverse audiences through Twitter, 

Facebook and LinkedIn. RIA has 3,515 followers on Facebook and 2,855 followers on Twitter. We have 

recently also created a YouTube channel to distribute video recordings of our conference 

presentations as well as in-house recordings of live-streamed webinars. 

https://bit.ly/RIAnews-Feb2020
https://bit.ly/RIAnews-March2020
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RIA’s communications strategy is aimed at achieving research to policy influence. This requires a dual 

strategy for depth and breadth of outreach. With respect to depth, the strategy is based on the 

principle of maximum impact with targeted stakeholders. Building a niche audience through our 

newsletter as well as effective networking and engagement at conferences is an important part of this 

strategy. With respect to breadth, maintaining visibility in the public eye is an important part of this 

strategy. Thus, producing op-eds for distribution through mainstream media as well as blogs and 

podcasts for distribution via our social media platforms, is vital for ensuring that we have sufficient 

and diverse content that can be widely distributed to audiences that consume media through a 

variety of channels. 

Finally, while RIA’s communications strategy is based on clear guidelines for engagement, it remains 

an evolving process that will adapt to the changing needs of the organisation. 

7. Looking Forward 

As we have stressed in this report, African digital policy challenges must be addressed in a locally 

relevant way while taking due cognizance of the global digital policy dimensions that inevitably 

impact African digital environments. Thematically, therefore, Africa’s digital governance challenges 

must be approached within a global context (as the Internet knows few borders and national 

challenges have global implications, and vice versa). To do so, in its first two years, the ADPP has tried 

to adopt an approach in which it does so by laying strong foundations for starting a coherent cyber 

policy programme on the continent. Should it be successful in compiling adequate resources, RIA will 

consolidate and expand this programme after the pilot phase is finalised.  

While the consultative meeting with stakeholders and members of the SADC PF has been delayed due 

to the COVID-19 crisis, the SADC Model Law process is moving to a validation stage in the interim, 

which will then lead to the first attempts at drafting text. This draft Model Law will then be presented 

to the Parliamentary Forum. Both our research and policy influence as a result of that research, have 

led us to important conclusions in relation to the future of the work. The SADC Model Law presents an 

important opportunity for testing responses to the challenges that more traditional statute drafting 

presents to rapidly shifting technological contexts. By centralising data governance concerns in the 

drafting, we can explore the role that principle-based regulation can play in assisting in the 

governance of themes within evolving contexts. This form of principle-based regulation emerges 

strongly in traditional data governance frames, but also has strong associations to human rights-

driven frames and both are well congruent with the objectives of Model Laws, which rather than being 

prescriptive, seek to provide guidance on statutory options available for developing shared norms 

and standards. This is additionally important as, for effective governance within Internet or data 

contexts, and especially for the digital economy, cross-jurisdictional collaboration is vital. However, 

effective laws and regulations require contextual reference and consideration. Model Laws and 

principle-based regulations can therefore serve as powerful tools for helping to achieve the balance 

between these two aims, which need not necessarily be conflicting.     

The cyberpolicy programme has already been launched and started implementing its Oxford Martin 

School Cybersecurity Maturity Assessment hub in January 2020.  With the establishment of the 

Cybersecurity Capacity Centre for Southern Africa, we aim at building high-level expertise on 

cybersecurity research across the continent. To this aim, C3SA has employed four researchers (two 

PhDs and two Postdocs) to undertake specialised research on cybersecurity. Also, the programme 

aims at creating a curriculum on cyber policy, building on the research work on cyber norms, cyber 

legislation, and cyber capacity currently undertaken by the Centre. Last but not least, C3SA aims at 
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supporting African governments in assessing their level of cyber maturity to support them in 

improving their cyber posture in terms of cyber strategy, policy and legislation (development and 

implementation), cyber education, cyber awareness and cybercrime enforcement. 

With the cybersecurity research more developed, the focus will shift to data protection and more 

broadly the development of the data justice framework for the entire cyberpolicy project, including 

drawing and contributing to theory of harm and risk mitigation.   

RIA’s affordable access work will continue with the upgrade of the data portal to an open source 

portal, so the data is truly open. This data is critical to ongoing market analysis and assessment of 

policy outcomes. It also provides the economic underpinning of the alternative access strategies 

research being undertaken with various partners including Steve Song and APC. 

The social networking taxation work will continue, together with the platform work microwork/future 

of work research done partially in collaboration with the Oxford Internet Institute, and the general e-

trade/e-commerce collaboration with UNCTAD under the broad gig-economy programme.  

The innovation programme will focus on governance issues related to AI policy in Africa, building on 

the groundwork being done by the RANITP programme. The innovation programme will continue to 

be the focus of RIA’s research with two new projects funded by IDRC, namely the AI in Africa policy 

project (AI4D), which is an 18-month project and the Digital New Deal for Africa: Governance in the age 

of datafication and artificial intelligence, which is a 30-month project. The AI4D project will focus on 

identifying AI governance issues around five topics: biometrics and digital ID; computer vision and 

surveillance; skills; future of work and gender. The Digital New Deal for Africa is Phase II of the ADPP 

project and will consolidate multiple work streams:  

▪ The expansion of our established core digital indicators and measurement activities, and the 

rights and risks framework developed in Phase I to capture the intersectional dimensions of 

inequality 

▪ The establishment of the cybersecurity centre will be part of an applied research to policy 

influence activity 

▪ We will convene a coalition of experts to assess the data protection implications of the often 

privatised or commercialised bio-ID systems that are becoming disconcertingly popular across the 

continent 

▪ Our research on the digital economy will continue to explore the potential impact of e-trade, the 

platform economy and international e-tax regimes on livelihoods, economic inclusion, and 

exploitation, specifically in the context of the impending African Continental Free Trade 

Agreement. 
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